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figure 4 shows the isolation device for isolating the 
network sections in the second embodiment of 
the inventive protective circuit, shown in 
figure 3* 

5 

Figure 2 shows a CAN bus system network with a first 
embodiment of the inventive protective circuit. 

As can be seen in figure 2, the CAN bus system network 
comprises two CAN bus lines, namely a high level CAN 
bus line la, lb (CAN-H) and a low level CAN bus line 
2a, 2b (CAN-L) . In the example shown in figure 2, the 
overall bus system network has three CAN control nodes 
3, 4, 5. Each of the three control nodes 3, 4, 5 has a 
respective transceiver 3a , 4a, 5a and a microprocessor 
3b, 4b, 5b. The transceivers 3a, 4a, 5a respectively 
comprise a transceiver transmitter and a transceiver 
receiver, with the transceiver transmitter being 
connected to the microprocessor via a respective 
transmission line 3c ; 4c, 5c, and the transceiver 
receiver being connected to the microprocessor via a 
line 3d, 4d, 5d . The CAN bus lines la, 2a, lb, 2b are 
connected to the control node 3 via control node 
connecting lines 6, 7, to the control node 4 via 
connecting lines 8, 9 and to the control node 5 via 
connecting lines 10, 11. 

Connected into the CAN bus lines la, lb, 2a, 2b is an 
inventive protective circuit 12 for the CAN bus system 
network on the basis of a first embodiment. The 
interposition of the protective circuit 12 in the 
overall bus system network subdivides said network into 
two network sections in the example shown in figure 2. 
The first network section comprises the control node 3, 
■ the connecting lines 6, 7 for the control node 3 and 
the CAN bus lines la, 2a, to which bus line connections 
13a, 14a for the inventive protective circuit 12 are 
connected. The second network section is formed by the 
two CAN control nodes 4, 5, which are connected to the 
CAN bus lines lb, 2b via connecting lines 8, 9 and 10, 
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11. The CAN bus lines lb, 2b are connected to CAN bus 
line connections 13b, 14b for the inventive protective 
circuit 12, 



5 In the inventive protective circuit 12 based on the 
first embodiment, the fault recognition device has a 
first fault state detection circuit 15 for detecting a 
fault state in the first network section and a second 
fault state detection circuit 16 for detecting a fault 

10 state in the second network section. The outputs of the 
two fault state detection circuits 15, 16 are connected 
to a fault recognition logic circuit 19 via lines 17, 
18. When a fault state is detected in one of the two 
network sections by one of the two fault state 

15 detection circuits 15, 16, the fault recognition logic 
circuit 19 outputs a control signal via a control 
switching line 20 to a switching device 21 for the 
purpose of switching internal bus lines lc, 2c within 
the protective circuit 12 , the internal bus lines lc, 

20 2c respectively connecting the bus line connections 
14a, 14b and 13a, 13b to one another. The switching 
device 21 has a plurality of switches 22, 23 connected 
in parallel, with a respective switch being provided 
for each bus line lc, 2c. The switches 22, 23 are 

25 preferably semiconductor switches which block in both 
signal directions in the off state. The semiconductor 
switches preferably conprise two reverse- connected 
series MOSFET transistors whose forward resistance is 
less than 10 SI. 

30 

The fault state detection circuits 15, 16 detect short 
circuits between the lines in a network section, for 
exair^le between the connecting lines 6, 7 for the 
control node 3 in the first network section, as a first 
35 fault state. 

In the example shown in figure 2, the first network 
section can be a network section which is arranged in 
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If, conversely, the second network section B is 
transmitting, the logic isolation circuit 29 receives, a 
logically dominant 0 signal via the circuit 28 and 
forwards it on the line 30 to the first network section 
5 A via the transceiver 25. From the operating situations 
B4, B5, B6, the two network sections A f B are isolated 
by logic such that no dominant logic low level data 
transmission signals are connected by the isolation 
circuit 29, but instead a blocking signal is inevitably 
10 produced. In this case, the signal outputs 44, 49 of 
the two transmission multiplexers 35, 34 are set to the 
recessive high level data transmission signal. 

The table below shows the transmitted and received 
15 signals in a control node 3 in the first network 
section A and a control node 4 in a second network 
section B for the various operating situations B, 

The control node 3 transmits a transmitted signal S a 
20 and receives a received signal B a . The control node C 
transmits a transmitted signal S* and receives a 
received signal E2« 



Operating situation B 


Si 


Sj. 


Ei 


E 2 


Bl Quiescent state 


1 


1 


1 


1 


B2 Transmitter in network section A 


0 


1 


0 


0 


B3 Transmitter in network section B 


1 


0 


0 


0 


B4 Transmitter in both network' 










sections 


0 


0 


0 


0 


B5 Fault in network section A 


X 


0/1 




s 2 


B6 Fault in network section B 


0/1 


X 




X 



Table 2 

25 

In one preferred development of the logic isolation 
circuit 29 shown in figure 4, the signal input 42 of 
the transmission multiplexer 35 is connected to the 
signal output 40 of the reception multiplexer 32 with 
30 DC decoupling- In addition, the first signal input 47 
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¥ of the tran S mi ssion multiplexer 34 „ 

output 45 of the recpnH and the si Snal 

j- tne reception multiplexer in „ 
wxth DC decoupling. In this ca J^! 33 ~ COnne «ed 
41 ' 06 are preferably K £ line. 
optocou P l ers . The ek: i Sol ^; deCOUPled * interposed 

' -action. by the ^ t S ° la i tl0n ° f two network 

"Y rne optocouplers ha<: f-v,^ 
advantage that the Particular 

Provided w ith different^ , SeCtionB c *» be 

lines. sup ply voltages ^ ^ ^ ^ 
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IS 



20 



The logic isolation circuit ?o t~ 

circuit 29 is connected to the 
control nodes 3,4 5 via » ► v , . 

' *' 5 via a f ault bus line 24 in order 
to transmit information data. 

V As can be seen from figure 2 and figure 3, both 
embodiments of the inventive protective circuit are of 
symmetrical design, which means that the inventive 
protective circuit 12 can be used in bus lines 1, 2 
with the bus line connection 14a being able to be 
interchanged with the bus line connection 14b, and the 

^wT t QimeCti ° n 138 beij * to be interchange 

with the bus line connection 13b. Preferably, the bus 
line connections 13a, 14a and the bus li„ e connections 
13b, 14b can also be interchanged when the protective 
circuit 12 is inserted into the bus system network 
This affords the particular advantage of simple 
assembly. 

inventive protective circuit 12 i 6 distinguished by 
30 very low circuit complexity, which facilitates its 
design using standard chips. The inventive protective 
circuit can be used universally in all access 
arbitrated bus system networks, such as a CAN bus 
system, a J 1850 bus system or a CSMA bus system it 
35 can be interposed at any points within the bus system 
network. The direct monitoring of the physical level 
state on the bus lines means that the inventive 
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